Abstract. Critical nodes have global significance for the network, the existing methods on the identification of critical nodes in Ad-hoc network usually based on the premise of topology is known, considering that there exists a link if the two nodes are in the other's communication range, so the topology we get at last is relatively complex, but there are many links that aren't exist in real which leading the identification of critical nodes with deviation. For this problem, in the paper we used Delaunay triangulation to optimize the network topology, based on identifying virtual backbone nodes by the unified connected dominating set, we measured the importance of the nodes by the average betweenness centrality. Experimental results show that the method proposed can identify the critical nodes in Ad-hoc networks effectively.
Introduction
Ad-hoc network is a kind of special wireless network, which is different from the general wireless network. Ad-hoc network can be deployed rapidly, and no need to set up the network infrastructure, network nodes can mobile according to the need , all these features make it widely used in military communication and civil communication. As a result, the security of Ad-hoc networks has attracted more and more attention, among which the identification of critical nodes in Ad-hoc networks is of great significance. At present, the researches on critical nodes identification focus on the traditional networks [1] , including the Internet, power grid, transportation network, biology [2] , social network [3] and so on. Some of the methods have been proposed can not be fully applicable to the Ad-hoc network, because the nodes in Ad-hoc network are on an equal status, the existence of transmission links between each other has certain conditions [4] , the existing research in the analysis process according to the topology structure of node in Ad-hoc network usually from an ideal point of view, judging whether a communication link exists or not mainly through the comparison between the communication distance and the distance from the other nodes, as long as two nodes in the communication range of each other there is a communication link, but this is not consistent with the actual situation, because the cross communication link will interference the other links seriously. Therefore, in order to identify critical nodes in Ad-hoc network, it is necessary to optimize the constructed topology to ensure that the topology in the final analysis is closer to the actual situation.
Aiming at the limitations of existing method, we proposed a recognition method of critical nodes based on topology optimization and unified connected dominating set in this paper, according to the known conditions to optimize network topology obtained, then selected the connected dominating set according to the relevant rules, identified the critical nodes in the network according to the average betweenness centrality at last.
This article is organized as follows. Section 2 describes the system model and problem formulation. In section 3 the detailed descriptions of the proposed method is provided. The experimental results are given in section 4. Finally, section 5 concludes the article.
The System Model and Problem Formulation
In order to realize the analysis of Ad-hoc network, a reasonable mathematical model is used to simplify the network. In the process of research and analysis, based on the equal node status and the same communication distance in the network, we use the disk graph as a model to simplify the network.
Ad-hoc network is modeled using an undirected graph ( , ) G V E = where V represents the set of nodes, E represents the set of edges. In the process of communication between communication devices, if the signal-to-interference(SNR) is greater than the threshold there is a communication link between two nodes. In a graph, for any nodes , In this paper, the network of planar structure is analyzed, and the schematic diagram of the Ad-hoc network of planar structure is shown in Figure 1 . 
The Method to Identify Critical Nodes

Analysis of Critical Nodes
In the Ad-hoc network, information transmission usually follows the routing protocol to select the shortest path between nodes, so the critical nodes in the network are usually located at the several shortest communication paths between the nodes.
In order to achieve better connectivity in the Ad-hoc network, "backbone network" is usually constructed, which is also called "virtual backbone" [5] , and because it's different from the infrastructure network, the nodes in Ad-hoc network are on the same status, virtual backbone nodes in the network are not only communication terminal but also has a routing function [6] . In the selection process of backbone nodes, the unified connected dominating set (UCDS) is widely used [9] . The advantages of this algorithm are simple implementation, fast execution, low time complexity, flexibility and fault tolerance. Using UCDS algorithm, a connected dominating set (CDS) of graph G is composed of a set of dominating nodes. Each node in G is either a member of CDS or 1 jump apart from a member. In the process of operation, the algorithm follows three rules: DS rules, CS rules and CS exception rules.
DS Rule Definition:
A node i is a member of the DS if:
(1) It has the highest dominating factor ( i d ) among its neighbors, j , in which case node i designates itself as a member of the DS , but it is also possible that … (2) A neighbor j finds that node i has the highest dominating factor among its neighbors k , in which case, neighbor j designates node i
If the node's dominating factor equals that of a neighbor's (known as a " DS twin"), the node id is used to break the tie. In this way, a node will either designate itself or be designated by a neighboring node to be a member of the DS .
The DS rule definition can be expressed as follows:
With this DS rule, a node is no more than 1-hop away from a DS member. CS Rule Definition: A node i with neighbors i N is a candidate member of the CS ( CS′ ) if it is not a member of the DS , and it has neighbors j and k (at least one of which is a member of the DS ) whose sets of DS neighbors( j DSN and k DSN , which includes j or k if they are also DS members), are disjoint. Among the common neighbors of node j and k that belong to CS′ , known as " CS twins", the one with the highest dominating factor( d ) (or highest node id if d is equal), becomes the single CS node. The CS rule can be expressed as:
(1) one of the common neighbors of j or k is already a CS node, or if (2) either j or k is not a DS node, and node i shares a common DS neighbor with that node.
The CS exception rule is applied to node i unless the CS rule applies to another pair of neighbors l and m .
( )
 According to the three rules used in UCDS, we can realize the identification of backbone nodes in the network, which can effectively eliminate the boundary nodes from the set of nodes, as a result, computation load is reduced when identifying the critical nodes. When backbone nodes are identified, appropriate standard should be chosen to identify the critical nodes from the set of backbone nodes.
The degree of the node mainly reflects the close connections with its neighboring nodes, betweenness centrality mainly reflects the status of the node in the communication process, although in the planar structure of the network because each node is in equal status, the choice of the transmission paths usually according to the shortest path. Therefore, considering the betweenness centrality of nodes and the degree of nodes comprehensively, the average betweenness centrality is taken as a standard, and the formula is calculated as follows:
Among them, the degree of the node is represented by d , the betweenness centrality is represented by b .
Topology Optimization
According to local optimization method of minimum angle maximization criterion, the convex quadrilateral by two adjacent triangles consisting of six angles, calculate the minimum angle 1 α ; and then exchange the diagonal quadrilateral, again to find the minimal angle 2 α , if 2 1 α α > , then exchange the diagonal.
In Figure 2 , if the diagonal bc is changed to ad, the minimum angle becomes larger, so the diagonal ad is reserved in the figure. Delaunay triangulation uses minimum angle maximization criterion in the process of processing, and is widely used in network topology control [10] . The schematic diagram of Delaunay triangulation as shown in Figure 3 . For triangulation conforming graph ( , ) G V E = , a triangulation of node set V needs to meet the following conditions:
(1) Except for endpoints, there are no other nodes on the edges of the graph; (2) There are no intersecting edges in the graph; (3) All surfaces in a graph are triangles, and all triangles are convex hulls of node set V . Delaunay edge: suppose one edge e (two endpoints are , u v ) in E . If a circle passes two nodes, and at the same time there are no other nodes doesn't belong to V but in the circle, then the edge is called the Delaunay edge.
Delaunay triangulation: if T is a triangulation of a node set V and all its edges are Delaunay edges, T is called Delaunay triangulation of the node set V .
The finite node set V on the Euclidean plane contains at least three points, and these points are not collinear, while the four points are not in a circle.
The Algorithm of Identification
Assume that there are n nodes in the network, V represents node set, node abscissa set X, ordinate set Y, node communication distance R , adjacency matrix A, construct degree value set D, dominating set DS , neighbor set S, connected set CS, candidate connected set CS'. for j in range (1,n-1): 
Simulation Results
During the experiment, we build a simulation environment using Exata software, the performance of which in the simulation of wireless network is excellent [11] . In the scene we add 10 nodes to build the network, the area size is 2 100 100m × ,and the nodes' communication distance is 30m.
According to the relevant parameters to build the scene and according to the communication distance to draw the topology using python, the result as shown in the figure 4. As shown above, a link exists if two nodes are in the other's communication range, the topology we obtain is relatively complex, but in the actual process of communication between the nodes will through specific nodes to form communication link and path. Some links in figure 4 does not exist in real , so the topology inferred in process needs to be optimized.
According to the Delaunay triangulation, the topology inferred is optimized. Firstly, the circle of 3 adjacent nodes in the network is drawn as Figure 5 (a) , and then optimize it according to the triangulation principle, and the circle which does not conform to the rule is eliminated, as shown in Figure 5 (b).
(a) (b) Figure 5 . Delaunay triangulation.
The final topology is shown as figure 6. As shown above, there is still many links in physical topology of the network, in order to achieve identification of critical nodes in the network, we first select the "backbone node", then calculate the unified connected dominating set based on the rules of topology and connected dominating set, the experimental results as shown in figure 7 . Dominating set is {3, 6,8} , connected set is {4, 7, 9} . Based on the analysis of the topology we analyzed the network traffic, due to the limitation of cost, the processing capacity of nodes in the network is not infinite, when its load exceeds the node capacity, the node will be unable to complete the information forwarding and transmission, when a node fails, the shortest path to realize the information transmission will change, the load of the node will be borne by its neighboring nodes, then neighbor nodes' load will change, when the load exceeds the capacity of the node , the node will malfunction, causing the load redistribution of a new round. For the effect of the cascading failure, the average betweenness centrality is used to identify the importance of nodes in the network, the formula is calculated as follows:
Among them, i C represents the average betweenness centrality of node i , i C is the betweenness centrality of node i , i D is the degree of node i . The value of degree, betweenness centrality and average betweenness centrality of the unified connected dominating concentrated nodes are shown in the table below. For the average betweenness centrality and the number of nodes, the histogram is constructed as shown in the Figure 8 . From the above calculation results, it is found that node 3 is the most critical in the network.
Conclusion
Critical nodes are very important for Ad-hoc network, topology constructed according to traditional methods is usually too complex. This paper presents a method to realize the identification of critical nodes. We optimize original topology according to the Delaunay triangulation, which could reduce the links invalid in the network. Then virtual backbone nodes are identified based on the unified connected dominating set. At last, we chose average betweenness centrality as the criteria to identify the critical nodes, the experimental result shows the efficiency of our algorithm.
